
Privacy Statement

For Florbs Application

This Privacy Statement is applicable to personal data processed by Florbs BV
(“Florbs”, “we” or “us”) relating to the users of our application (the “Service”).

This Privacy Statement is also applicable to personal data processed by us
with regard to the representatives of our customer organisations when such
data is processed in connection with the provision of the Service. All of the
aforementioned data subjects are hereinafter collectively referred to as
“Users” or “you”. This Privacy Statement governs solely the Service and the
data processing carried out by Florbs in connection therewith. As regards
processing of personal data in connection with our marketing and sales
activities or the provision of the website florbs.io, or otherwise outside the
scope of the Service, please refer to our general Privacy Policy available at
florbs.io/privacy-policy.

In relation to the provision of the Service, we also operate as a data processor
for our customer organisations and our customer organisations operate as the
data controllers. This means that we process personal data based on
contracts on behalf of our customers in accordance with their instructions and
not for our own purposes. As a data controller, the customer has full control
and responsibility on what personal data it decides to enter in the Service and
under what legal basis it has the right to process and transfer the data to
Florbs. Florbs does not review the data entered into the Service by the
customer organisation. We do not use any personal data submitted to the

https://florbs.io/get-started/
https://florbs.io/privacy-policy/


Service by the members of our customer organisations (the “End-User Data”)
for any sales and/or marketing purposes.

We are committed to processing personal data in compliance with this
Privacy Statement and applicable laws of the European Union, and those laws
that are specifically agreed upon with the customer organisation in writing.
This Privacy Statement contains information about what personal data we
collect, what are the key principles of processing the data and what rights you
have relating to your personal data.

Contact details
The data processor relating to processing of personal data pursuant to this
Privacy Statement is:

Florbs BV
Europalaan 100
3526 KS Utrecht
The Netherlands

Registration number: 82486085
Florbs.io

Email: security@florbs.io

Personal data processing and sources of data
We collect two types of information concerning our Users: (i) User Data; and
(ii) Analytics Data.

https://florbs.io/
mailto:security@florbs.io


User Data is primarily received directly from the Users or the representative of
the relevant customer (such as the customer’s admin user of the Service).
Analytics Data is collected automatically as you use the Service. Although we
do not normally use Analytics Data to identify individuals, sometimes
individuals can be recognised from it, either alone or when combined or
linked with other data. In such situations, Analytics Data shall also be
considered to be personal data under applicable laws, and we will treat the
combined data as personal data.

User Data and Analytics Data typically consist of the following
categories of data. This data is either inputted directly by the User or
synchronized by the organization from an integrated solution, such as
Google Workspace. Florbs requires access to your Google Workspace
environment. These are the minimum required User Data scopes for:

Email Signature Management

Full access scopes
https://www.googleapis.com/auth/gmail.settings.basic

https://www.googleapis.com/auth/gmail.settings.sharing

Readonly scopes
https://www.googleapis.com/auth/admin.directory.orgunit.readonly

https://www.googleapis.com/auth/admin.directory.user.readonly

https://www.googleapis.com/auth/admin.directory.group.readonly

Admin Automation

Full access scopes
https://www.googleapis.com/auth/admin.directory.user

https://www.googleapis.com/auth/admin.directory.group

https://www.googleapis.com/auth/admin.datatransfer



https://mail.google.com/

https://www.googleapis.com/auth/gmail.settings.sharing

https://www.googleapis.com/auth/gmail.settings.basic

https://www.googleapis.com/auth/calendar

https://www.googleapis.com/auth/admin.directory.user.security

https://www.googleapis.com/auth/admin.directory.device.mobile

Readonly scopes
https://www.googleapis.com/auth/admin.directory.orgunit.readonly

https://www.googleapis.com/auth/admin.directory.user.readonly

https://www.googleapis.com/auth/admin.reports.audit.readonly

https://www.googleapis.com/auth/admin.directory.group.readonly

Monitoring & Reporting

Full access scopes
https://www.googleapis.com/auth/drive

https://www.googleapis.com/auth/drive.metadata

Readonly scopes

https://www.googleapis.com/auth/admin.directory.orgunit.readonly

https://www.googleapis.com/auth/admin.directory.user.readonly

https://www.googleapis.com/auth/admin.directory.group.readonly

https://www.googleapis.com/auth/drive.readonly

https://www.googleapis.com/auth/drive.metadata.readonly

https://www.googleapis.com/auth/admin.directory.domain.readonly

Complete package

Full access scopes
https://www.googleapis.com/auth/gmail.settings.basic

https://www.googleapis.com/auth/gmail.settings.sharing

https://www.googleapis.com/auth/drive

https://www.googleapis.com/auth/drive.metadata

https://www.googleapis.com/auth/admin.directory.user

https://www.googleapis.com/auth/admin.directory.group

https://www.googleapis.com/auth/admin.datatransfer

https://www.googleapis.com/auth/admin.directory.orgunit.readonly,https://www.googleapis.com/auth/admin.directory.user,https://www.googleapis.com/auth/admin.directory.user.readonly,https://www.googleapis.com/auth/admin.directory.group,https://www.googleapis.com/auth/admin.datatransfer,https://mail.google.com/,https://www.googleapis.com/auth/admin.reports.audit.readonly,https://www.googleapis.com/auth/gmail.settings.sharing,https://www.googleapis.com/auth/gmail.settings.basic,https://www.googleapis.com/auth/admin.directory.group.readonly,https://www.googleapis.com/auth/calendar,https://www.googleapis.com/auth/admin.directory.user.security,https://www.googleapis.com/auth/admin.directory.device.mobile


https://mail.google.com/

https://www.googleapis.com/auth/calendar

https://www.googleapis.com/auth/admin.directory.user.security

https://www.googleapis.com/auth/admin.directory.device.mobile

Readonly scopes
https://www.googleapis.com/auth/admin.directory.orgunit.readonly

https://www.googleapis.com/auth/admin.directory.user.readonly

https://www.googleapis.com/auth/admin.directory.group.readonly

https://www.googleapis.com/auth/drive.readonly

https://www.googleapis.com/auth/drive.metadata.readonly

https://www.googleapis.com/auth/admin.directory.domain.readonly

https://www.googleapis.com/auth/admin.reports.audit.readonly

ttps://www.googleapis.com/auth/admin.reports.audit.readonly

Analytics Data

- Pseudonymised user identifier
- Time of visit
- Browser type and version
- Action and action related pseudonymised identifiers
- IP address
- Geographical location
- Browser type
- Referral source
- Length of visits
- Pages viewed

Cookies
We use cookies to provide our Service and collect information about our
Users in order to develop our Service. Cookies are small text files that are



placed on a web user’s computer and are designed to hold a modest amount
of data particular to a User. If you do not wish to receive cookies, you may set
your web browser to disable them. Please note that most browsers accept
cookies automatically. If you disable cookies, you understand that our Service
will not function correctly.

Purposes and legitimate grounds of processing
Legal grounds for processing

In order to provide the Service we process personal data on a contractual
basis. For individuals acting as representatives of our customer organisations,
personal data is primarily processed based on our legitimate interest whilst
fulfilling our contractual obligations towards the organisations they represent.

We also process personal data based on our legitimate interests in
connection with analytics.

Purposes of processing

We collect, store and process personal data only for predefined purposes. We
also always make sure that there is at least one legal basis for processing
personal data. The main purposes and the applicable legal basis for
processing personal data are:

To provide our Service. We collect and process personal data to be able to
offer the Service to our Users and to run and maintain our operations. Personal
data may be processed in order to carry out our contractual obligations
towards an individual User or towards the organisation the User represents.



The legal basis for this processing is our legitimate interest and contract
between Florbs and the customer.

For our legal obligations . We process personal data to enable us to
administer and fulfil our obligations under law. This includes data processed
for complying with our accounting obligations and providing information to
relevant authorities. The legal basis for this processing is to ensure the
compliance with our legal obligations.

For claims handling and legal processes. We may process personal data in
relation to claims handling, debt collection and legal processes. We may also
process data for the prevention of fraud, misuse of our Service and for data,
system and network security. The legal basis for this processing is our
legitimate interest.

For communication. We may process personal data for the purpose of
contacting our Users regarding our Service, including handling of support
requests and customer feedback as well as notifying Users about the Service.
The legal basis for this processing is our legitimate interest.

For quality improvement and trend analysis. We may process information
regarding your use of the Service to improve the quality thereof, for example
by analysing any trends in the use of our Service. Similarly, we may process
any feedback provided by you to improve our operations in general. Where
possible, we will do this using only aggregated, non-personally identifiable
data. The legal basis for this processing is our legitimate interest.



Personal data recipients
Personal data is mainly stored in electronic format and only authorised
personnel within our organisation have access to the data.

We use third party service providers for storage and computing, email
notifications, and analytics. In these situations, we make sure we have a
written contract with each respective service provider with minimum data
processing provisions. We will also otherwise ensure that the confidentiality of
personal data is secured, and data is otherwise processed and transferred
lawfully. These service providers are Google, Hotjar and The Rocket Science
Group.

We may also disclose or transfer personal data to fulfil legal obligations or
when a legal authority requires a disclosure. We may also disclose personal
data if we are a party of a business sale, such as a merger or an acquisition.

Transfers outside the EU
Personal data from the Service is transferred outside the EU only when the
application sends out email notifications. When a notification is sent out we
provide our partner The Rocket Science Group a list of email destinations and
"quick peeks" of possibly interesting content for those users. This data is
stored at our partner for 30 days if delivery is successful and 90 days if
unsuccessful. If international data transfers are undesirable, we offer the
option to disable email notifications to keep all customer controlled data
inside the EU.

If personal data is transferred outside the EU, we make sure that (i) the
transferee is located in a country with adequate safeguards (as decided by



the EU commission from time to time); or (ii) the transfer occurs by using
model clauses published by the EU commission.

Data storage period and security

Each data controller is responsible for their controlled data and its proper

retention. When Florbs is the data controller, we will not store personal data

for a longer period than is necessary for its purpose or required by contract or

law.

Personal data is stored and secured in accordance with general industry

standards and practices. We consider and keep personal data confidential.

Subcontractors that we use for processing personal data are selected also

based on their data security measures. For our own systems and data storage,

we use only well-established service providers and robust software tools.

Access to personal data is also protected with user-specific logins, passwords

and user rights. Our premises are also safe and secure.

3rd party integrations

Google APIs

Florbs use and transfer to any other app of information received from Google
APIs will adhere to Google API Services User Data Policy, including the
Limited Use requirements.

https://developers.google.com/terms/api-services-user-data-policy#additional_requirements_for_specific_api_scopes


Users rights

Where Florbs is the data controller the data subjects have the following rights.

Right to access

You have the right to confirm whether we are processing your personal data

and also to know what data we have about you.

Right to withdraw consent

The Service is provided with contractual and legitimate interest legal basis

and thus withdrawal of consent is not applicable to the service provided.

Right to rectify

You have the right to request that we correct any inaccurate or outdated

personal data we have about you by contacting us.

Right to object

Where we process your personal data based on our legitimate interest, you

have the right to object to the processing of your data.

Right to restriction of processing



You may request us to restrict processing of personal data for example when

your data erasure, rectification or objection requests are pending and/or

when we do not have legitimate grounds to process your data. This may

however lead to fewer possibilities to use our Service.

Right to data portability

If we process your personal data based on your consent or fulfilling of a

contract, you have the right to require transfer of the data you have provided

to us to another service provider in a commonly used electronic format.

How to use the rights

You can execute and use your rights by contacting us by sending email to

security@florbs.io. In such a case, we ask you to provide us with sufficient

evidence of your identity. If you consider that the processing of your personal

data is not lawful, you can always also make a notification to a supervisory

authority.

Privacy statement updates

We update this Privacy Statement when our operations change or develop.

Also changes in law may make it necessary to update this Privacy Statement.

The changes become valid once we have published them in the form of an

updated Privacy Statement. Therefore, please visit this page and read this

Privacy Statement from time to time.

mailto:security@florbs.io

